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June 25th, 2019 

This is a Service Message 
 

Security Incident Notification 
 

At IronOak IT Inc. (Iron Oak) we treat the safety and security of our client’s data with critical importance, 

which is why we are writing to inform you of a security incident that resulted in the loss of our back-up 

servers.  On the morning of June 18, 2019, IronOak IT was subject to a ransomware incident that 

resulted in several of IronOak’s servers becoming encrypted including the servers which host your 

backup data.  

 

IronOak immediately took steps to restore its servers as soon as possible and has retained forensic IT 

specialists to determine the exact cause and scope of the incident.  In the short term we have been 

working to restore all internal and client services. This included our client contact database which was 

restored over the weekend. We are advising our clients now at our first opportunity.  

 

At this stage, we remain very confident that your files were not accessed or exposed to third parties in 

any way as your back-up data is encrypted before it leaves your organization using your own 256 bit AES 

encryption key before being transmitted to IronOak’s servers in an encrypted state.  Your files remain 

encrypted at all times unless you request that a file be restored and cannot unencrypted in any event 

without your encryption key. 

 

Payment data is unaffected by this incident as IronOak IT does not capture, store or process any 

payments in our data centre; rather such processes are entirely performed and stored locally in our 

head office. 

 

Any local backups will continue to run and are unaffected by this interruption. Once we have a secure 

backup system in place, we will contact each of our backup clients to arrange for a new full backup to be 

performed, at no cost, so that your live data continues to be protected.  We will continue to provide you 

with further updates as we have them. 

 

Maintaining services to our clients is our top priority and we are doing everything possible to minimize 

any interruption from this incident and restore back-up services to our clients as soon as possible so that 

your live data is once again protected.    

 

Randy L Dyck 

President, IronOak IT Inc. 

 

 

For further information please call: 

IronOak IT Client Care - 403-274-9645 

or email   clientcare@ironoakit.com 
 


